
 

  

P13 Cryptographic Controls Policy 

1 Policy Statement 

A cryptographic control is a measure taken when storing and transmitting data to ensure it can only be 
read and processed by the intended recipients or parties. This can include but is not limited to 
encryption of files to ensure data is kept confidential and only accessed by the relevant parties, 
authentication when securely accessing a computer or system so the information is only accessible by 
those with valid credentials or digital certificates to verify the authenticity and integrity of the information. 

This Policy defines the ways in which the confidentiality, integrity, and availability of TCHC Group Limited’s 
information is protected by applying an appropriate level of cryptographic control. 

2 Scope 

The scope of this Policy applies to all TCHC Group Limited’s employees and associates.  All such employees 
and associates are obliged to adhere to this and any other Information Security Policy.  Failure to comply with 
this Policy may be regarded as a disciplinary matter and will be dealt with in line with the Organisation’s 
disciplinary policy with possible sanctions up to and including summary dismissal (or termination of contract for 
associates). 

The Policy applies to all electronic data which is either: 

• Owned by TCHC Group Limited 

• Temporarily in the possession of TCHC Group Limited, e.g. clients. 

and which can be regarded as critical or sensitive, where: 

• Critical is defined as relating to information which is of commercial, strategic or significant monetary 
value to TCHC Group Limited 

• Sensitive is defined as relating to information which would either contravene the Data Protection Act, 
or cause measurable damage to TCHC Group Limited’s reputation or that of its clients, or other 
stakeholders if it were to fall into the public domain. 

3 Objectives 

To ensure TCHC Group Limited’s permanent staff and associates are aware of their responsibilities in: 

• The protection of electronic data within the scope defined above 

• The protection of TCHC Group Limited reputation. 

• To provide high-level guidance on the appropriate use of cryptographic controls. 

4 Principles 

This Policy exists to set out the principles and requirements for the use of cryptographic controls. 

TCHC Group Limited’s information system resources are important business assets that are vulnerable to 
access by unauthorised individuals or unauthorised remote electronic processes.  Sufficient precautions are 
required to prevent unwanted access by applying a level of encryption to critical and sensitive data which is 
proportionate to the business risk. 



 

  

5 General 

All critical or sensitive data transferred outside TCHC Group Limited is encrypted. 

All data on removable media, including memory sticks, is encrypted. 

Staff laptop hard drives are whole disk, (whole disk is the computer’s hard drive) encrypted utilising Bitlocker 
encryption for any laptops which leave TCHC Group Limited premises. 

All remote access is to take place via encrypted Virtual Private Network (VPN) or an equally secure 
alternative. 

WPA2 is a standard of Wi-Fi encryption that is mandatory for all wireless networks carrying TCHC Group 
Limited data (including domestic networks where remote working is undertaken). 

E-mails must be encrypted by using FIPS 140-2 encryption mechanism such as TLS or similar whenever 
sensitive or critical data is included or attached. 

Client access to web-based applications is encrypted using at least a 128-bit SSL certificate. 

6 Encryption according to classification 

All information marked ‘Confidential’ or ‘TCHC Group Limited Confidential’ is to be regarded as sensitive or 
critical within the context of this Policy. 

Information not marked ‘Confidential’ or ‘TCHC Group Limited Confidential’ should still be considered for 
encryption if it falls within the definitions of sensitive or critical data outlined within the Scope of this Policy. 

All employment contracts and service level agreements have a confidentiality clause which outline that 
sensitive information must not be shared outside of the organisation unless you are authorised to do so by the 
Managing Director.  

7 Encryption of data in transit 

Sensitive or critical data in transit must always be encrypted. 

Data which is already in the public domain (or would be of no adverse significance if it were to be so) may be 
sent unencrypted. 

8 Key management 

At the discretion of the Head of IT Services, a key management system will be implemented if the volume of 
encryption keys reaches such a level as to require this. 

9 Roles and responsibilities 

All individuals are responsible for ensuring that sensitive or critical data is encrypted before leaving TCHC 
Group Limited premises. 

10 Encryption for data exported outside the UK 

Regulatory controls for any country to which data is exported outside the UK are checked to ensure that 
cryptographic legislation will not be contravened. 



 

  

11 Avoiding adverse impacts from encryption 

Where necessary, encryption keys are securely managed in a central location such that all information 
encrypted by TCHC Group Limited can be decrypted if required. 

Should a client request that sensitive or critical information be sent unencrypted, an indemnity opt-out letter (or 
e-mail) must be sent to the client before the transfer of data is made. 

12 User awareness 

This Policy will be drawn to the attention of all TCHC Group Limited’s staff and associates.  

13 Compliance 

ISO 27002: Clause 10.1.1 (Policy on the Use of Cryptographic Controls) 

14 Responsibility for implementation 

All of the Organisation’s staff are responsible for ensuring that this Policy is complied with. 

15 Revision 

This Policy will be reviewed annually or at such earlier time as operational requirements demand. 

 
 
 

 
__________________________________ 

Courtney Grinham, Managing Director – TCHC GROUP LTD  
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P10 Information Exchange Policy 

1 Policy Statement 

Information is an asset that like other business assets must be adequately protected.  This principle is 
especially important when TCHC Group Limited information is exchanged with external third parties such as 
third-party suppliers or clients. 

This Policy is designed to ensure that when TCHC Group Limited information is sent externally from the 
business it is done so in a safe and secure manner and that the information exchange process is auditable, 
robust and is compliant with all legal and regulatory requirements. 

2 Scope 

The scope of this Policy applies to: 

• All confidential information assets including, but not limited to, client data, corporate data, and 
employee data 

• The external transfer of confidential information via any electronic medium, e.g. e-mail, File Transfer 
Protocol (FTP) or Website 

• The external transfer of any physical copies of confidential information, e.g. Courier or Royal Mail 

• All TCHC Group Limited staff, contractors, temporary staff, and external third-party suppliers who 
exchange/receive TCHC Group Limited information. 

3 Objectives 

The objective of this policy is to establish a control environment that ensures: 

• TCHC Group Limited information exchange procedures are secured from unauthorised access, 
modification, or theft 

• Exchange agreements or contracts are in place that covers responsibilities and liabilities between 
TCHC Group Limited and external third parties 

• Users are aware of their responsibilities when sending TCHC Group Limited information to a third-
party supplier or a client 

• Incident management procedures are in place should any TCHC Group Limited information be lost or 
stolen whilst being sent to an external third party 

• TCHC Group Limited information exchange procedures comply with all legal and regulatory matters. 

4 Principles 

General Principles: 

• Loss of data or any other incident suspected of impacting the secure external delivery of TCHC Group 
Limited confidential information should be reported to TCHC Group Limited Head of IT Services, IT 
Department and Managing Director as soon as possible. 

• Incident management procedures should be established to ensure that any reported loss or theft of 
either electronic or physical data whilst in transit is appropriately managed. 

• Retention and disposal procedures should be established within exchange agreements or contracts to 
ensure data exchanged is disposed of in a secure and timely fashion and is in accordance with all 
legal and regulatory matters. 



 

  

• Liabilities for secure information exchange and secure processing of this information must be agreed 
and documented through contracts with the third parties prior to any exchange taking place. 

• Where a third party will store, process, or retain any confidential TCHC Group Limited data, a review of 
the third party’s Information Security standards must be carried out before the transfer occurs. 

5 Classification Scheme 

TCHC Group Limited has an Information Classification scheme in place that allows staff to identify information 
that must be encrypted when being sent out of the business. See the P81 Data Protection Policy. The details 
are as follows: 

Customer/Learner Confidential 

Includes information sent outside the organisation such as advice we give to a Customer/Learner, minutes of 
Customer/Learner meetings, Customer/Learner strategy documentation, Customer/Learner/Partner finances 
or Customer/Learner/Employee or Partner details (up to and including name, address, NI, bank details). This 
information must be encrypted before being sent outside the organisation. 

TCHC Group Limited Confidential 

Includes business plans, company strategy and associated papers, employee details, internal policies, 
processes and procedures, legal advice, or the firm’s financial data. This information must be encrypted 
before being sent outside of the organisation. 

Internal 

Includes information such as internal memos/emails/attachments, employee details, internal policies, ongoing 
project information or minutes of internal meetings. For the most part internal information should not shared 
externally, should any of the information contained within it be of a of a potentially sensitive nature it should be 
encrypted if there is a need to send externally. 

Public 

Includes information such as marketing brochures, client or company details or other information already 
available in the public domain. There is no need to encrypt this data before transit. 

6 Electronic Data Exchange 

All electronic external data transfers involving client or confidential information must be secured using industry 
standard encryption techniques.  TCHC Group Limited corporate e-mail encryption solution is one such 
standard.  Note:  Password protecting a document such as Word, Excel or PowerPoint does not always 
provide sufficient protection which is why you must follow TCHC’s procedures on how to encrypt documents.  

Where confidential electronic data is sent via hardware, e.g. CD-ROM, USB device or tape drive, the device 
itself must be encrypted.  The device must also be sent by approved courier. 

Passwords used to encrypt the information must be a minimum of 8 characters in length and must be alpha 
numerical in nature and must contain at least one special character e.g.  ! % * $. 

Passwords used to secure the information must be sent via a separate channel of communication, e.g. by 
telephone and only divulged to the pre-agreed recipient of the encrypted information. 

Procedures must be in place to confirm successful delivery or otherwise. 



 

  

Unprotected confidential or customer/learner electronic information must never be sent over public medium 
such as the Internet, if information is to be shared over the internet then it must be protected. 

Where appropriate, digital signatures should be used to ensure non-repudiation of electronic data transfers. 

7 Physical Data Exchange 

Where physical copies of confidential information are sent to an external third party, these must only be sent 
by an approved method or delivered by hand by a TCHC Group Limited employee. 

Where an employee is carrying confidential information outside of the office environment, they must ensure 
the data is properly protected and carried at all times by the employee. 

Physical copies of confidential data including CD-ROM’s, Hard Drives or USB drives must only be sent by a 
TCHC employee or associate, approved courier or by Royal Mail recorded delivery.  Where a Courier or Royal 
Mail Recorded Sign For service is used, the process must be secured by the following principles: 

• Only use authorised couriers  

• Use couriers who can track the data from pick up to destination 

• Verifying the identity of couriers on pick up 

• Obtaining proof of posting 

• Where large packages are being sent the use of tamper free packaging 

• Delivery of package must be to a prearranged singular point of contact 

• Recording of signature on delivery to recipient 

• Online confirmation of delivery via Track and Trace service. 

8 Revision 

This Policy will be reviewed annually.  

 

__________________________________ 

Courtney Grinham, Managing Director – TCHC GROUP LTD 
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